
C Y B E R E A S O N . C O M

ENDP OIN T DE T EC T ION & R E SP ONSE_
 Mitigate Security Threats Before They Cause Harm

As attackers adopt and develop increasingly sophisticated tools, techniques, and 

procedures, advanced threats are becoming more difficult to detect. More than 40,000 

security incidents in the past year took months or longer to discover  

(Source: 2019 Verizon DBIR report). 

As time-to-detect grows, analysts need a solution that provides automation, rapid 

detection, and context-rich remediation.

Cybereason EDR unifies prevention, detection, response and automated hunting 

capabilities in a single solution to provide complete protection against advanced 

threats. With Cybereason EDR, organizations can automatically detect suspicious 

activities, receive alerts on malicious operations, and remediate threats in real-time. 

R AP IDLY DE T EC T & R E S OLV E  
ADVANCED T HR E AT S
Delivering complete endpoint protection from a single, lightweight agent, Cybereason 

EDR is a full-featured EDR solution designed to detect, analyze, and remediate against 

highly advanced threats. Cybereason allows organizations to correlate data across 

machines and generate contextualized alerts to monitor threats as they’re discovered 

at any point in the attack chain. 

Cybereason’s in-memory graph stores all event data and answers queries in seconds - 

across tens of millions of events.

UNDER S TAND T HE FULL AT TA CK 
Get a complete story of the attack from start to finish with the Malop™. Within a Malop, 

you can easily see all related attack elements, including the root cause, all affected 

machines and users, incoming and outgoing communications and a timeline of the 

attack. The Malop gives your team full context of an incident so they can instantly be 

knowledgeable about the attack and remediate in seconds. 

 »  Get actionable threat detection  

without the noise

 »   Build detection rules across platforms 

for Windows, macOS, and Linux

 »   Create custom detection rules tailored 

to your organization 

 »   Investigate attacks anywhere  

with Remote Shell 

 »  Respond rapidly with built-in 

remediation options. 

K E Y  B E N E F I T S

A B OU T CY B E R E A S O N

The Cybereason Defense Platform combines 

managed endpoint prevention, detection, and 

response in one lightweight agent. It delivers  

multi-layer endpoint prevention by leveraging 

signature and signatureless techniques to prevent 

known and unknown threats in conjunction with 

behavioral and deception techniques to prevent 

ransomware and fileless attacks. Combine the  

best platform on the market with managed 

services from our expert security team to receive 

a comprehensive defense.

C L I C K  H E R E  TO  G E T  A  D E M O 

https://www.cybereason.com/request-a-demo


C Y B E R E A S O N . C O M

Cybereason EDR automatically detects malicious 

activity and presents it in an intuitive way that 

provides end-to-end context of an attack campaign. 

Our platform has a built-in threat-finder that hunts for 

malicious activities and tools, tactics and procedures 

used by attackers in real-world campaigns. You don’t 

need to spend weeks configuring and tuning rules. 

A U T OM AT IC ALLY UNC OV ER 
AT TA CK S_

SIMP LIF Y INV E S T IG AT IONS  
& R E SP OND IN ONE CLICK
With Cybereason EDR, analysts with any level of experience can rapidly investigate 

incidents and easily respond to alerts. Your team can view the entire process tree 

with a complete timeline of events, for all malicious activity, across every machine 

and every process- all within a platform that zeroes in on what’s important. Mapping 

alerts to the MITRE ATT&CK™ Framework allows analysts to understand even the 

most complex detections at a glance, reducing the time required to triage alerts, 

and accelerating prioritization and remediation. Upon alerting security professionals 

that a malicious operation is detected, analysts can quickly remediate in a single 

click by killing processes, quarantining files, removing persistence mechanisms, 

preventing file execution, and isolating machines.   

IMP ROV E Y OUR SEC OP T E AM EFFICIENC Y 
With Cybereason EDR, your analysts can spend more time hunting and less time 

triaging. Through automation, Cybereason’s dynamic database provides full context 

to malicious operations (Malops), all in real-time. Every alert contains all related 

attack elements, including a timeline of the attack, all affected users and machines, 

the root cause, and incoming and outgoing communication, so you can quickly 

understand scope and impact. 

D E T E C T M A L I C I O US AC T I V I T Y W I T H F U L L C O N T E X T

S U P P O R T E D  V E R S I O N S

W I N D O W S
 » Windows 10

 » Windows 8.1

 » Windows 8

 » Windows 7 SP1, XP SP3

 » Windows Vista Server 2003,  
Server 2003 R2

 » Windows Vista Server 2008,  
Server 2008 R2

M A C O S
 »  macOS Mojave (10.14)

 »  macOS High Sierra (10.13)

 »  macOS Sierra (10.12)

 »  Yosemite (10.10)

 »  El Capitan (10.11)

L I N U X
 »  CentOS 6 and 7

 »  Red Hat Enterprise Linux 6 and 7

 »  Oracle Linux 6 and 7

 »  Ubuntu 14 LTS and 16 LTS

 »  Ubuntu 18.04

 »  SLES 12

 »  Debian 8 and 9

 »  Amazon Linux AMI 2017.03


